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Figure 1: PrivacyAkinator helps developers articulate key privacy design decisions by answering LLM-generatedmultiple-choice
questions. After (1) developers provide a high-level description of their system, (2) PrivacyAkinator expands it into detailed,
editable functional requirements with adaptable design choices highlighted. (3) PrivacyAkinator guides developers through
key design decisions with contextualized, specific questions. As developers make choices, PrivacyAkinator organizes and
documents these decisions within a structured privacy representation. (4) PrivacyAkinator maps these design decisions to
NIST PRAM worksheets [75] to further identify potential issues and prioritize privacy risks. Note that we only enumerate data
actions and relevant design decisions; analysts still need to manually evaluate risk likelihood and impact.

Abstract
NIST’s Privacy Risk Assessment Methodology (PRAM) provides a
structured framework for privacy experts to assess privacy risks.
However, its complexity and reliance on expert knowledge make
it difficult for novice developers to use effectively. This paper ex-
plores methods to lower these barriers. We first performed an ob-
servational study with 12 participants using PRAM in real-world
scenarios, and found that novice developers struggled most with
articulating privacy-related design decisions. We then developed
PrivacyAkinator, an interactive tool that helps developers articulate
key privacy decisions by answering LLM-generated multiple-choice
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questions. PrivacyAkinator introduces three innovations: a univer-
sal privacy representation that abstracts privacy-related design
decisions into data flows and stakeholder interactions; a domain-
aware design space mined from 10K privacy-related news articles;
and a dynamic question-generation workflow to prioritize relevant
questions. Our user study with 24 participants suggests that devel-
opers using PrivacyAkinator identified 47% more key decisions in
73% less time compared to PRAM.

CCS Concepts
• Security and privacy → Usability in security and privacy; •
Human-centered computing→ Interactive systems and tools;
User studies.
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1 Introduction
The U.S. National Institute of Standards and Technology (NIST) re-
leased the Privacy Risk AssessmentMethodology (PRAM) in 2019 to
help organizations analyze, assess, and prioritize privacy risks [75].
PRAM provides step-by-step guidance on risk assessments through
four worksheets (WS): WS1 defines business objectives and orga-
nizational privacy governance; WS2 assesses system design; WS3
helps prioritize risks based on likelihood and impact; and WS4 se-
lects appropriate controls to mitigate risks. Despite the institutional
endorsement, there is little empirical evidence on the effectiveness
of NIST’s PRAM in practice [46, 104].
In addition to NIST’s PRAM, several other frameworks offer

complementary strategies to assess privacy risks, such as Privacy
Impact Assessment (PIA) [109] and LINDDUN [24]. These meth-
ods typically follow a similar process: defining system objectives,
system mapping, threat enumeration, impact/risk analysis, and mit-
igation [52]. However, prior studies found that these frameworks
can be cumbersome and overly complex [8, 112], often requiring
significant expertise to use effectively [111]. As a result, many
organizations, particularly startups without dedicated privacy pro-
fessionals, perceive privacy risk assessments as onerous burdens
rather than practical tools for managing privacy risks [56, 101].
In this paper, we investigate methods to lower the barrier for

novice developers to apply privacy risk assessments. We first per-
formed an observational study to explore the challenges they face
when applying PRAM. We recruited 12 participants, including stu-
dents and junior software engineers, and asked them to conduct
privacy risk assessments for four task scenarios using PRAM work-
sheets. We began with a brief training session that walked partic-
ipants through the four worksheets and demonstrated their use
with an example from PRAM materials. Participants then selected
one scenario they were familiar with, and followed the worksheet
instructions to complete each one. We found that participants strug-
gled most with articulating privacy design decisions within the
system, which revealed three key challenges: (1) participants strug-
gled to distribute their attention across numerous privacy design
decisions; (2) PRAM’s vague terminology and open-ended structure
created confusion about what constitutes appropriate responses;
and (3) participants often missed important design decisions with-
out explicit prompting.
We then designed PrivacyAkinator (Figure 1), an interactive

tool that helps developers articulate key privacy-related design
decisions by answering multiple-choice questions generated by
large language models (LLMs). The tool specifically targets PRAM’s
WS2 (Assess System Design), as novice developers struggled most
with this stage in our studies. PrivacyAkinator transforms this open-
ended task into a series of multiple-choice questions with concrete
answer options. By decomposing system design into discrete design
choices, PrivacyAkinator allows developers to focus on one decision

at a time. The system leverages LLMs to transform abstract privacy
concepts into specific, contextual questions with concrete options.
By dynamically generating questions based on previous responses,
PrivacyAkinator guides developers’ attention toward key design
decisions that they might otherwise overlook.
While prior studies have explored using question answering to

communicate privacy concepts or explain system behaviors [29,
39, 81], these efforts primarily focus on explaining existing con-
tent such as privacy policies. In contrast, the unique design chal-
lenge for PrivacyAkinator is to guide developers through a vast,
underexplored privacy design space. PrivacyAkinator has three key
innovations.

First, we design a novel universal representation for privacy de-
sign (Figure 4) that captures key privacy design decisions to help de-
velopers concentrate upon the essentials without distraction from
irrelevancies. Unlike existing models (e.g., Data Flow Diagrams,
Component Diagrams [3]) that focus solely on data flows, such
as who is collecting the data, how it is collected, when, and why,
our representation also captures interaction designs with different
stakeholders. We organize privacy-related information about a data
practice into three levels: (1) a high-level data flow modeling in-
formation movement through the system, (2) nodes that represent
specific data actions (e.g., collect, process) and stakeholder interac-
tions (e.g., obtaining consent, requesting data deletion), and (3) node
properties that specify individual design choices (e.g., opt-in/out).
Second, we introduce a data-driven approach to construct a

domain-aware privacy design space (Figure 5). In contrast to prior
work that creates taxonomies through manual labeling [105], we
mine domain-specific taxonomies of privacy design decisions by
analyzing privacy-relevant documents, such as public privacy news
reports. Building on our privacy representation, we map each deci-
sion to a key-value pair, organized into three categories: (1) univer-
sal keys with universal values (e.g., consent_mode: opt-in/opt-out),
(2) universal keys with domain-specific values (e.g., data_type: med-
ical records), and (3) domain-specific keys with domain-specific
values (e.g., voice_masking: enabled). We first reviewed the liter-
ature on privacy design [30, 36, 83, 85] and manually created an
initial design space based on this structure. To enrich this design
space, we text-mined 10K privacy-related news using LLMs, anno-
tating domain labels and extracting relevant design choices. We
then analyzed their co-occurrence statistics to uncover associations
of privacy design decisions across different contexts.
Third, we devise a question generation workflow that dynam-

ically prioritizes key privacy design decisions. PrivacyAkinator
maintains an underlying representation of the current design and
formulates two types of questions: exploratory questions that add
new nodes to the data flow, and exploitative questions that leverage
the design space to elicit specific design decisions for existing nodes.
Since presenting all potential decisions at once would overwhelm
developers, PrivacyAkinator strategically determines which deci-
sions to present first. In each round, PrivacyAkinator selects the
question type to balance exploration and exploitation, retrieves
relevant design decisions, and prioritizes those strongly correlated
with prior choices.

We conducted two experiments to validate the effectiveness of
our design. We first evaluated the coverage of key design decisions
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using our system. To establish ground truth, we organized brain-
storming sessions with privacy experts to examine 30 real-world
data practices. We provided initial descriptions of each data prac-
tice and answered questions based on their actual implementations.
Our results show that PrivacyAkinator identified 94% of key design
decisions recognized by privacy experts, and its options covered
77% of design choices made in practice. We then performed a user
study with 24 participants and asked them to apply the NIST PRAM
framework to three real-world application scenarios with or with-
out our tool. We found that developers using PrivacyAkinator were
able to articulate 47% more key privacy decisions with 73% less
time.

In this paper, we make the following contributions:
• An empirical study identifying three key challenges of applying
PRAM for novice developers.

• PrivacyAkinator, a novel tool that uses LLM-generated multiple-
choice questions to help developers articulate key privacy design
decisions.

• A universal representation for privacy design that abstracts
privacy-related design decisions into data flows and stakeholder
interactions.

• A data-driven approach to construct a domain-aware privacy
design space by mining privacy-related news.

2 Related Work
The main objective of this paper is to lower barriers for novice
developers to conduct privacy assessments by (1) transforming
privacy design into a structured task and (2) guiding developers
through the process step-by-step using a series of multiple-choice
questions. We organize related work into three categories: struc-
turing privacy design, developer support for privacy, and privacy
question answering.

2.1 Structuring Privacy Design
A central challenge in supporting developers with privacy engineer-
ing is that privacy design decisions are often diffuse, implicit, and
difficult to articulate. We conceptualize structuring privacy design
as systematically identifying and organizing privacy-related design
decisions. Prior work has approached this problem by developing
privacy representations and mapping out the privacy design space.
Privacy Representation. A fundamental challenge in engineering
privacy into systems is to articulate privacy [10, 36, 43, 44]. Solove
proposed a taxonomy focused on privacy violations [89]. Contex-
tual Integrity [74] defines privacy as appropriate information flows.
However, these representations are too high-level for practitioners
to think about concrete system design decisions.
Recent studies found that practitioners often combine general-

purpose diagrams to articulate a privacy design [12, 62, 96, 102],
such as Data Flow Diagram (DFD) [57] and Unified Modeling Lan-
guage (UML) [77]. Privacy nutrition labels offer a standardized for-
mat for disclosing what data is collected and how it is used [50, 51].
These representations help describe data practices, but they do not
explicitly surface the underlying design decisions.
We hypothesize that not all design decisions are equally impor-

tant; a common subset (e.g., retention periods, consent options)
accounts for a substantial share of decisions developers face in

practice. Our goal is to design an alternative privacy representation
that makes these key decisions explicit and decomposes system
design into discrete decisions.
Privacy Design Space. The complexity of privacy design has
driven researchers to develop structured approaches for mapping
out the privacy design space, particularly for notice and choice
mechanisms [30, 85]. For example, Schaub et al. proposed a design
space for privacy notices by identifying key dimensions such as tim-
ing, modality, and channel [85]. While these efforts provide usable
taxonomies and vocabularies for categorizing and communicating
different privacy designs, they focus narrowly on notice and user
control rather than the broader privacy design landscape.
In parallel, there has been extensive work on the analysis of

privacy policies [22, 38, 87, 94, 115]. Wilson et al. developed the
OPP-115 taxonomy [105] that categorizes privacy practices by man-
ually annotating a corpus of website privacy policies. Building on
such efforts, natural language processing (NLP) techniques have
been widely used to automate the extraction and summarization
of salient information from privacy policies [6, 9, 64, 81, 115]. For
example, ToS;DR extracts key points from privacy policies and
presents them as easy-to-read summaries, improving accessibility
and user understanding [82, 90]. However, these approaches offer
little support for developers articulating design decisions because
privacy policies focus on external-facing high-level statements,
rather than implementation-level decisions developers need to con-
sider when designing a system.

We hypothesize that a data-driven approach to constructing the
privacy design space can better scale across diverse domains and
surface recurring design decisions that matter in practice. In this
work, we explore the feasibility of developing a privacy design
space by mining design decisions from real-world data practices.

2.2 Developer Support for Privacy Design
Prior work has explored various ways to support developers in
making privacy design decisions [58, 59]. Prior studies have iden-
tified common challenges developers face in understanding and
implementing privacy principles [7, 60, 86, 93]. Developers often
reported limited privacy awareness and knowledge, particularly
in startups and small organizations that lack dedicated privacy
experts [49, 79]. Without formal privacy training or institutional
support, many developers rely on ad-hoc knowledge sources, which
may be inconsistent or incomplete [79]. Many developers think of
privacy in terms of security, missing broader privacy concerns such
as data retention and internal misuse [37].
Several tools have been developed to embed privacy practices

into software development workflows. For example, Coconut is
an Android Studio plugin that helps developers manage privacy
through required annotations [58]. PARROT supports privacy-
aware IoT development with interactive guidance [3]. However,
existing tools focus on supporting experienced developers with
prior privacy knowledge. Little attention has been given to helping
novice developers conduct privacy risk assessments. Our work aims
to bridge this gap by decomposing the privacy assessment task into
an interactive, step-by-step process that guides novices through
concrete design decisions.
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2.3 Privacy Question Answering
Prior research has explored the use of privacy question answering
as an effective approach to improve the usability of privacy poli-
cies [29, 39, 80, 81]. For example, PriBots developed conversational
assistants that answer users’ questions about privacy practices to
enhance readability and user comprehension [39]. Recent work
in explainable AI explored using LLMs to build dialogue-based
privacy tools [17, 32, 92]. For example, CLEAR used contextual,
LLM-powered assistants to analyze privacy policies in real-time,
highlight possible risks, and generate explanations as users inter-
act with LLM applications [17]. Sun et al. built an open-ended QA
agent to help users understand privacy policies [92]. In contrast,
PrivacyAkinator is unique in (1) helping developers rather than
users; (2) generating closed-ended questions to elicit design deci-
sions rather than answering open-ended questions by interpreting
existing policies.

Privacy Nutrition Labels require developers to answer questions
about their app’s data practices [50, 51]. For example, Apple Privacy
Nutrition Labels ask developers to specify which data types their
app collects, how this data is used, and whether it links to user iden-
tity or is used for tracking purposes [54, 114]. However, prior studies
have found that filling out these forms is time-consuming and re-
quires significant expertise [31, 61]. The labels often use vague
terms to accommodate broad use cases, which may confuse devel-
opers [61]. In contrast, our work aims to help novice developers
articulate privacy design decisions using multiple-choice questions
similar to the Akinator game [84]. By leveraging LLMs, we generate
specific, contextualized questions with concrete options to reduce
ambiguity and potential confusion.

3 Background
In this section, we review existing techniques for privacy risk as-
sessments and motivate our choice of PRAM.
Privacy Impact Assessment (PIA) [109] is a process used to
evaluate the potential effects of information systems on individual
privacy. PIAs are increasingly adopted by government agencies and
organizations to encourage early integration of privacy consider-
ations into the system development lifecycle [46, 108]. However,
prior research found that existing PIA processes typically lack clear
guidelines or methodologies to sufficiently support privacy risk
assessments (PRA)–the technical evaluation of privacy risks [4, 23].
Consequently, PIAs often rely on ad-hoc, checklist-like approaches
that serve more as compliance rituals than actually addressing
privacy risks [8, 19, 101].

Several efforts have attempted to address these gaps [4, 23, 24, 78].
For example, PRIAM introduces a risk model that formalizes key
risk factors: privacy harms, feared events, privacy weaknesses,
and risk sources [23]. LINDDUN develops a taxonomy of privacy
threats for identifying and mitigating privacy risks [24]. However,
these frameworks are often overly abstract or complex, requiring
significant privacy expertise to implement effectively [88, 104, 112].
Privacy Risk Assessment Methodology (PRAM) [75] stands as
a notable effort to provide systematic guidance for conducting PRA.
PRAM instantiates the risk model from NISTIR 8062 [12], which
defines risks as the product of likelihood and impact of adverse

privacy effects for individuals. PRAM guides practitioners through
PRA using four worksheets (WS), each containing a set of tasks:
• WS1: Framing Business Objectives and Organizational Privacy Gov-
ernance. WS1 requires analysts to elicit system requirements, in-
cluding functional requirements (e.g., business goals) and privacy-
related non-functional requirements (e.g., legal obligations).

• WS2: Assessing System Design. WS2 focuses on privacy threat
modeling. Task 2 (Supporting Data Map) instructs analysts to
create a system model or data flow diagram. Task 3 (Contextual
Factors) encourages analysts to consider contextual factors such
as the nature of the organizations and privacy expectations of
these organizations. Task 4 (Data Action Analysis) requires the
analyst to fill out a table by enumerating data actions in the
system, the data being processed, relevant contextual factors,
and a summary of issues.

• WS3: Prioritizing Risk. WS3 comprises four tasks: (1) Assess Like-
lihood: estimating the probability that a data action will become
problematic for individuals, (2) Assess Impact: estimating the
effects of potential problems for individuals using the organiza-
tional impact factors, (3) Calculate Risk: multiplying likelihood
and impact to produce a risk score, and (4) Prioritize Risks: pro-
viding suggestions to help the organization prioritize risks.

• WS4: Selecting Controls. WS4 supports the selection of controls
to mitigate privacy risks identified in WS3.
With the proliferation of digital services (e.g., mini-programs

and microservices) and the rise of AI programming tools, software
is increasingly being developed by individuals or small teams who
lack privacy expertise [13, 25, 49, 79]. However, existing privacy
risk assessment frameworks are mostly not designed for novices,
and can be challenging for them to apply effectively. Based on these
gaps, we propose the following research questions:

RQ1: How can privacy design be turned into a structured task?
RQ2: How can the structured privacy-assessment task be unfolded

for novice developers?

4 Understanding Challenges of Using PRAM for
Novice Developers

We conducted a study with 12 participants to explore the challenges
of applying privacy risk assessments for novice developers. We used
PRAM as a need-finding tool to uncover developers’ underlying
needs and pain points. We selected PRAM over other frameworks
since (1) NIST offers well-structured worksheets and instructional
materials; (2) PRAM is more lightweight than LINDDUN [24] and
LINDDUN Go [112], which better suits novices.

4.1 Method
4.1.1 Recruitment. Since our use case envisions startups hiring
new graduates without dedicated privacy professionals, we pri-
marily recruited students and junior professionals. We posted the
recruitment advertisements through social media, including our
institution’s subreddit/Slack/Discord channels, and student mail
lists, and sent targeted invitations to junior software developers.

Participants who expressed interest in the study were asked to fill
out screening forms, which we used to determine their eligibility for
the study. Selection criteria were based on age (over 18 years) and
software development experience (e.g., coursework, internships, or
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Table 1: Task scenarios used in our study. We selected four task scenarios based on participant familiarity, scenario complexity,
and domain diversity. For each scenario, we provided participants with a high-level description of the system.

#ID Scenario Description Participants

#1 Zoom Attendee Attention
Tracking [5, 62]

A feature that monitored attendees’ attention during video conferences by tracking whether Zoom
was the active application on a participant’s computer. It showed a clock icon next to inattentive
participants and generated a post-meeting report with attention percentage scores.

P1, P2, P3, P8

#2 Alexa’s Smart Home Voice
Assistant [68]

A cloud-based voice service for smart home devices that allows users to control their home
environment through voice commands. It captures audio when activated by a wake word, processes
requests in the cloud, and executes actions through connected devices.

P4, P7, P11

#3 Target Retail Recommenda-
tion System [41]

An analytics system that identified pregnant customers based on purchase patterns of approxi-
mately 25 indicator products, allowing Target to predict pregnancy and estimate due dates. This
enabled targeted marketing of pregnancy and baby-related products.

P5, P9, P12

#4 23andMe Direct-to-consumer
Genetic Testing [71]

A service that collects and analyzes genetic information from customer saliva samples for ancestry,
health traits, and disease risks. The service stores comprehensive genetic profiles that can reveal
sensitive information about individuals and their biological relatives.

P6, P10

professional work). During screening, we excluded participants who
had formal industry or research experience in privacy engineering,
as the studies targeted novices lacking privacy expertise.

4.1.2 Participants. We recruited 12 participants (five identified as
female, seven as male, aged 22 to 24) through social media and
mailing lists. Each participant was compensated for their time with
a $20 gift card. The sample included 2 graduate students, 9 under-
graduates, and 1 software engineer. To assess participants’ privacy
knowledge, we asked them to rate their familiarity with privacy
principles or “Privacy by Design” practices on a scale from 1 (not
familiar) to 5 (very familiar). Reported knowledge was low (M =
1.58, SD = 1.11), with 10 out of 12 scoring 2 or below.

4.1.3 Study Procedure. We assumed participants to be the devel-
opers responsible for designing a specific app or service and asked
them to use PRAM worksheets [75] to assess the privacy risks of
one data practice. We first gathered a broad range of privacy-related
scenarios, then selected four to cover diverse privacy-related design
dimensions (e.g., interface, cloud, AI, and physical) across differ-
ent domains (e.g., video conferencing, IoT, advertising, and health).
We also chose scenarios with moderate complexity, so they do not
impose a huge understanding overhead on participants. We asked
participants to select one of four data practices (Table 1). For each
scenario, we provided only a high-level description of its func-
tional requirements to reflect real-world conditions. We imposed a
2-hour time limit for the study. We captured participants’ responses
through a hybrid format: hand-written format for WS1 and WS2
to facilitate brainstorming and drawing tasks, and using the NIST
open source digital version (Excel) of WS3 to calculate risk. The
choice among four data practices was selected based on partici-
pants’ interests and familiarity with the cases, allowing them to
engage with scenarios they found relevant to their experience. After
the study, three authors reviewed the participants’ assessments and
asked additional questions to clarify details in their assessments.
We started with broad questions to ask about participants’ overall
experiences and challenges with PRAM, followed by more targeted
questions about their decision-making on specific worksheet tasks.

We conducted all study sessions in person to allow for detailed
observation and immediate feedback.

4.1.4 Data Analysis. We conducted a thematic analysis [103] of
post-task interview transcripts and notes we took during the
study. Two researchers independently coded 8 transcripts, then
discussed their codes and developed a codebook that the two re-
searchers agreed on. Using this codebook, they divided the remain-
ing transcripts, with each coding two transcripts. Finally, the two
researchers discussed and resolved coding conflicts. As our focus
was on identifying emerging themes, we did not calculate inter-
rater reliability (IRR) to measure theoretical agreement.

4.1.5 Ethical Considerations. The study received approval from
the Institutional Review Board (IRB) of our institution. We obtained
participants’ consent electronically via Google Forms at the begin-
ning of each study, and reserved their rights to withdraw at any
time in the study. We informed participants that the information
collected during the interview will be anonymized and only the
results obtained from analyzing the transcribed interviews will
be disclosed. To ensure participants’ privacy, we used Zoom (ap-
proved by our institute) for transcription. After each interview, the
research team checked the transcription using the recording, then
immediately and permanently deleted the recording.

4.2 Findings
We identified four main challenges of conducting privacy risk as-
sessments for novice developers based on participants’ behaviors
and feedback. The first three challenges relate to how they articu-
late system design, while the fourth involves estimating risk scores
for privacy risks. We provide the codebook in Appendix E.

4.2.1 Attention Allocation. Participants struggled to manage their
mental resources to focus on important design considerations. We
identified two main causes of this challenge.
Information Overload. The complexity of PRAM led to cognitive
overload for all participants, who had to juggle privacy concepts,
technical details, and organizational factors simultaneously. As
sessions progressed, this overload led to noticeable fatigue. Several
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participants (P1, P2, P4, P5, P7) described struggling to “keep all of
this in [their] head at once” despite repeated exposure.
This cognitive strain was reflected in their task performance.

Several participants offered detailed responses in WS1, but failed to
articulate the same level of detail in WS2. In post-task interviews,
participants attributed this drop-off to mental overload, with P4
noting that it was “too hard to recall and include all the details...in
one graph.”
Ineffective Prioritization (P1, P3, P4, P5, P7, P8, P11). Many par-
ticipants struggled to prioritize privacy considerations effectively,
often focusing on technically familiar aspects rather than the most
critical privacy risks. Without clear guidance, they misallocated at-
tention, spending too much time on early, familiar tasks and giving
insufficient attention to later, equally important ones.

This was particularly evident in WS2 (Assessing System Design).
Several participants concentrated heavily on the first data action
(e.g., collection), but included only brief or incomplete responses
for later actions like retention, transformation, or disclosure. P5
reflected that "I spent too much focus and time on the first data action."
In task #1, P8 spent 10 minutes on collection but rushed through
the rest, missing key issues like third-party disclosure. P8 explained
that “By the time I reached disclosure, my focus was fragmented.”
Participants tended to focus on privacy design decisions that

aligned with their technical background, often giving less attention
to unfamiliar but equally important aspects. For example, P4, a soft-
ware engineer, provided detailed input on storage but overlooked
the frequency of wake word detection, an important decision re-
lated to household surveillance. P4 explained that “I wasn’t confident
about the low-level detail, so I chose not to extend that option.” In
other cases, participants defaulted to whatever came to mind, with
P11 noting that “There are too many variables...I just couldn’t think
that more.”

4.2.2 Inaccessible Privacy Knowledge. Participants often lacked the
knowledge of what privacy aspects to consider or failed to recall
relevant concepts when needed.
Knowledge Blindspot (P3, P8, P11). Several participants missed
important design decisions because they did not know what to
consider. In the Zoom attention tracking scenario, P8 initially over-
looked issues such as data deletion and access control. However,
during the post-study interview, when these considerations were
discussed, he immediately recognized their importance and sug-
gested improvements like allowing users to control deletion timing
and limiting access to attention reports. P11 noted that “It is not
intuitive to do a systematic analysis of this task if I don’t have too
much privacy knowledge.”
Knowledge Recall Failure (P1, P2, P4, P7, P8). In several cases,
participants had relevant privacy knowledge but didn’t apply it
when needed, often due to memory lapses or misdirected attention.
Many Participants (P1, P2, P4, P5, and P7) struggled to carry earlier
insights into later tasks. P5 noted that they had “focused too much
on the first part,” leaving little mental capacity for later stages. In
the Zoom scenario, some participants overlooked user consent
mechanisms, noting that they had considered them earlier but
forgot to include them during the assessment because “[PRAM]
never prompted [them] to consider it”. P8 shared a similar experience,

explaining that he forgot to include a notification “not because he
didn’t know it, but because it slipped my mind” during the task. He
only recalled the information when the researcher brought it up in
the post-study discussion.

4.2.3 Insufficient Guidance. Participants found PRAM’s instruc-
tions vague, with unclear expectations and ambiguous terms that
left them uncertain about the level of detail and what to include.
Unclear Expectations for Detail and Scope (P2, P4, P5, P7).
Participants were often unsure how much technical depth was
expected in their responses. The framework lacked examples to
guide the level of specificity, leading to confusion for participants.
P4 directly expressed this uncertainty: “Am I supposed to break down
this system to the level of specific algorithms and data structures, or
keep it high-level?” This lack of clarity led participants to over-focus
on their familiar areas, while overlooking critical issues such as
user consent.

Beyond ambiguity in granularity required, participants also felt
uncertain about what to include and how comprehensive their as-
sessments should be. Many participants felt “unsure what’s expected,”
and questioned whether they had done “enough”, which led to hes-
itation and second-guessing. P7 mentioned that “I just wish there
are more specific instructions on what to fill out.”
Vague Terms (P3, P4, P5, P7, P9, P12). Participants felt that the
terminology in PRAMWS2 was unclear. Terms used in PRAM (e.g.,
“generation/transformation” and “disclosure/transfer”) were per-
ceived as “overly technical” or “ambiguous”. As P12 stated, “The
format is unclear and needs clearer definitions, for example, the dif-
ference between ‘transformation’ and ‘transfer’.”
This confusion extended to the definitions and structure of the

worksheets. Several participants noted inconsistencies in how con-
cepts were presented. For example, the term “contextual factors”
is initially defined as “circumstances surrounding the data by the
system or individuals that influence whether a data action may be
problematic”, with examples like data sensitivity, data collection
frequency. However, in the Contextual Factors tab, participants
encountered a different framing–subjective factors from organiza-
tional, system, and user perspectives, such as user perceptions of
data sensitivity. This mismatch left the participants unsure how to
respond. As P12 noted, “I wasn’t sure what to fill out because the
examples didn’t match.”

4.2.4 Uncertainty in Risk Evaluation. Participants encountered two
main challenges when applying PRAM’s risk assessment approach
in WS3: difficulty assigning risk scores and uncertainty about how
to interpret them.
Inconsistent Risk Scoring (P3, P8). PRAM required analysts to
independently evaluate each potential privacy problem across mul-
tiple organizational impact dimensions (e.g., compliance, business,
reputation, culture) and assign 1-10 ratings to each factor. We ob-
served significant variation in how participants rated similar pri-
vacy issues due to unclear guidance on how to weigh impact cate-
gories. For the same scenario, P3 gave a low score for surveillance-
related autonomy loss (7), while P8 rated it much higher (26). A
similar gap appeared in their dignity-related assessments (6 vs. 17).
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As P3 noted, “I wasn’t sure how to weigh different kinds of organiza-
tional impacts against each other. Does a regulatory fine matter more
than losing customers’ trust? The framework doesn’t tell you.”
Unclear Meaning of Risk Scores (P5, P11, P12). Even after as-
signing scores, participants struggled to interpret their meaning.
PRAM does not define thresholds for high, medium, or low privacy
risks, leaving participants to set arbitrary cutoffs. In task #3, par-
ticipants calculated significantly different risk scores for different
data actions (ranging from 152 to 739), but struggled to determine
which risks required action due to the lack of guidance on how to
interpret these scores (P5, P11, P12). P5 expressed confusion about
the resulting score, “Without some kind of baseline, these numbers
don’t really tell me what that means to my scenario”. Without clear
thresholds, participants had difficulty prioritizing risks confidently
or consistently.

5 PrivacyAkinator Design Overview
This section presents the high-level design of PrivacyAkinator,
including design goals, architecture and system scope.
Design Goals. Motivated by the challenges identified in our obser-
vational study, we derive the following design decisions to address
the most pressing user needs (i.e., articulating system design).
• Information overload: Drawing on distributed cognition the-
ory [42, 76], we design a structured representation as an external
artifact [76] to support thinking and offload cognitive load. A
good representation captures the key privacy design decisions
while deliberately leaving out the rest, allowing developers to
only focus on what matters.

• Ineffective prioritization: Novices often stick to the first thing they
notice, so we explicitly prompt them to consider different privacy
aspects and use a mix of explorative and exploitative questions
to balance breadth and depth.

• Knowledge blindspots: We mine privacy-related news to build a
knowledge base of key privacy design decisions.

• Knowledge retrieval failure: Our representation enables naviga-
tion across detailed privacy design decisions while maintaining a
global view. We also use proactive prompts to help recall relevant
privacy knowledge.

• Insufficient guidance: We transform the open-ended risk assess-
ment process into a series of multiple-choice question answering
to produce a more structured and guided workflow.

• Vague terms: We leverage LLMs to ground questions in the de-
veloper’s context and provide concrete answer options.

System Architecture. A key design of PrivacyAkinator is to use
multiple-choice question answering to articulate privacy-relevant
design decisions. Instead of filling out open-ended forms, devel-
opers respond to a sequence of contextual, specific questions that
help identify and document critical privacy choices. In doing so,
PrivacyAkinator guides developers in thinking through the privacy
design space by breaking it down into manageable, focused steps
tailored to their system context.
PrivacyAkinator comprises three components: (1) a universal

privacy design representation that enables systematic organiza-
tion and documentation of privacy-relevant design decisions (Sec-
tion 6), (2) a domain-aware privacy design space that uncovers

privacy design choices across domain-specific contexts (Section 7),
and (3) a dynamic question generationworkflow that prioritizes
key design decisions based on the developer’s previous answers
and system context (Section 8).

These components work together to generate questions that pro-
gressively explore the privacy design space. PrivacyAkinator draws
from the design space to create contextually appropriate questions,
prioritizing key design decisions most relevant to the developer’s
system. As developers respond to the questions, their answers in-
crementally enrich the underlying privacy representation.

PrivacyAkinator employs LLMs to extract information from news
and user inputs, generate choices from embedded knowledge, and
translate structured representations into natural language. These
capabilities—extraction, recall, and generation—are among the most
mature across LLMs [16]. We intentionally minimize the use of LLM
reasoning. We further discuss how PrivacyAkinator mitigates the
risks of relying on LLM-generated content in Section 11.
System Scope. PrivacyAkinator is a human-in-the-loop tool that
helps developers articulate the key design decisions. Specifically,
PrivacyAkinator assists with PRAM’sWS2: Assess System Design,
as our previous studies (Section 4) suggest that novice developers
struggled most with this system design articulation process. Addi-
tionally, developers cannot effectively engage with later PRA stages
(e.g., prioritizing risks) without clearly identifying and describing
the specific design decisions first. PrivacyAkinator provides hints
to help novice developers consider decisions they may have over-
looked, but it does not guarantee full coverage.
While our studies also reveal broader challenges in later risk

assessment phases, such as subjectivity and a lack of standards
in risk evaluation, we consider these issues beyond the scope of
our focus. Several approaches have been proposed to address these
challenges, including quantitative risk models [21, 66] and formal
methods for risk calculation [99], which are complementary to our
contribution. We discuss future directions for extending support
for risk assessment in Section 11.

6 Privacy Representation Design
We drew on the theory of distributed cognition [42, 76] and it-
eratively designed a representation for low-level privacy-related
design decisions to manage information overload and support effec-
tive prioritization. In distributed cognition theory, representations
serve as external artifacts that offload cognitive work into the envi-
ronment, so people don’t need to hold all the information in mind
simultaneously. Norman similarly defines representations as the
way information is structured or presented so that it can be per-
ceived, understood, and used effectively by people, emphasizing
that representations are inherently selective in capturing essential
elements while deliberately omitting the rest [76].
Guided by these principles, we conceptualize privacy design

around two fundamental components of data systems: data flows
and stakeholders. We organize privacy decisions into building
blocks that articulate how data moves through a system and how
various stakeholders interact with these flows. This representation
helps novices focus their attention on key privacy design choices
instead of being overwhelmed by the full design space.



CHI ’26, April 13–17, 2026, Barcelona, Spain Li et al.

Collection
Generation/


Transformation
Retention/

Logging

Disclosure/

Transfer

Disposal

Cloud Storage 
Provider

Zoom(1, 2)

Active Windows

ZoomZoom

Third-Party Third-Party

Computer

Data Storage

Individual

LEGEND

(3)

Attendee

Host
(4)

Data Key�
�� Attendee Account Information (e.g. username, validated e-mail�
�� Active Window�
�� Aggregated Attention Percentage Scor�
�� Attendance Report

Figure 2: Data Flow Diagram defines data actions that occur across the data lifecycle, indicates the key entities involved in the
system, and connects the data flows between them. However, the level of detail is insufficient to capture privacy nuances, and it
omits interaction with different stakeholders, and may lead to deferred responsibility for privacy.

We postulate that an ideal representation for privacy design
should satisfy the following properties.

• Concise: The representation should illustrate privacy-related
design decisions concisely.

• Expressive: The representation should be expressive to encom-
pass all critical aspects of privacy.

• Simple: The representation should be simple to minimize the
learning curve and cognitive load.

• Objective: The representation should only present how stake-
holders interact with the privacy design but not make any judg-
ment. Evaluation should be independent of the representation.

6.1 Design Iterations
We used a bottom-up approach to guide the design of privacy rep-
resentation. We collected 40 real-world data practices from news
reports, privacy policies, and literature on privacy design [30, 36,
47, 83, 85, 105], and examined the privacy-relevant design deci-
sions that emerge from these documents. We used similar selection
criteria as in Section 4.1, but complexity was not considered. We
then designed a representation to accommodate these data prac-
tices, iterated on the representations as we expanded the supported
use cases, and collected early feedback from software developers
through the authors’ personal network.
Data Flow Diagram (DFD). We initially applied the data flow
diagram from PRAM (WS2: Supporting Data Map), which visual-
izes how data moves through the system (Figure 2). PRAM de-
fines a set of key information system operations, referred to as
data actions, that occur across the data lifecycle: collection, gen-
eration/transformation, retention/logging, disclosure/transfer, and
disposal. The diagram identifies the key entities involved in the
system (e.g., user, third-party service) and maps the data flows be-
tween them. Each flow is annotated with the specific types of data
being exchanged (e.g., names, addresses).

As we tested this representation on more use cases, we observed
a few trade-offs:
+ This representation is intuitive and easy to understand.
– The level of detail is insufficient to capture privacy nuances in
data practices (e.g., frequency of data collection).

– The representation design omits interactions with different stake-
holders, such as showing privacy notices or providing user con-
trol mechanisms.

– Many system components fall outside developers’ direct control,
leading to deferred responsibility for privacy. For example, while
external storage may seem out of reach, choosing third-party
services versus self-hosting involves privacy implications that
developers should consider.

Privacy Storyboard. We then made three changes to address
the limitations of the data flow diagram: (1) shifting to a process-
oriented rather than device-focused view to better align with devel-
oper workflows, (2) describing implementation of each data action
to provide more fine-grained details, and (3) incorporating stake-
holder roles to specify who is involved in or can control each part
of the data flow. Figure 3 illustrates how participant screen activ-
ity is collected, processed, stored, and accessed in Zoom Attendee
Attention Tracking scenario (Table 1), with each step outlining spe-
cific operations performed and the stakeholder roles (e.g., attendees
giving consent to data collection, host accessing attention reports).
We observed a few trade-offs in this iteration:
+ The representation design is developer-centric, closely reflecting
how developers conceptualize and build systems.

– The representation presents too much information simultane-
ously, which may overwhelm readers and make it hard to main-
tain an overview of the entire privacy design.

– The representation often conflates multiple design decisions in a
single description, making it difficult to extract specific privacy
choices for analysis.
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Figure 3: Privacy Storyboard illustrates data actions across the data lifecycle with stakeholder roles. While more aligned with
developer workflow, it can overwhelm users with too much information and often conflates multiple design decisions.

(a) High-level view (b) Detailed view

Figure 4: Our final multi-layer graphical representation adopts a three-layer representation with data flow, stakeholder
interaction, and individual design decision. The combination of both a high-level overview and a detailed view supports quick
updates and maintaining awareness of the big picture.

– Merely mentioning stakeholders is too abstract; specific inter-
action types (e.g., consent or control) are critical for assessing
privacy risks but remain inadequately defined.

6.2 Multi-layer Graphical Representation
As we iterated with more privacy representations, we explored the
design space of the data practices. We found that stakeholders only
have enumerable ways to interact with a data flow, and abstracted
these into a common set of stakeholder interactions, summarized
in Appendix Table 5.
We then developed a multi-layer graphical representation for

privacy design decisions. Inspired by DENIM [63], we adopted a
three-layer representation similar to website design [102]: data flow,
stakeholder interactions, and individual design decisions (Figure 4).
The data flow is organized as a sequence of data actions (e.g., collect,
process, store) connected in a graph structure. Each data action
and stakeholder interaction is modeled as an individual node, with
stakeholder interactions linked to the relevant data actions. Specific
design decisions are captured as node properties, such as frequency
and timing of data collection, and collected data types.
The representation offers both a high-level overview and a de-

tailed view. The overview includes only the top two layers (data
actions and stakeholder interactions) but omits individual design
choices. Users can zoom in on a specific node to see detailed design
decisions as key-value pairs. This approach supports quick updates
and helps maintain awareness of the big picture. It allows analysts
to outline the overall privacy design before diving into specifics
and refer back to the overview to maintain a clear sense of direction
throughout their articulation process.

7 Mining Domain-aware Privacy Design Space
Inspired by Augur [28], we developed a data-driven approach to
construct a domain-aware privacy design space by mining privacy-
related news. In this section, we first describe the taxonomic struc-
ture of our privacy design space, then present our method for
extracting privacy design decisions from privacy news.

7.1 Structuring Privacy Design Space
To understand the structure of the privacy design space, we exam-
ined the data practices collected in Section 6.1 using our privacy
representation.We used an iterative, open-coding approach [100] to
analyze the privacy design decisions. For each design decision, two
authors independently annotated its key (the type of decision), the
corresponding value (the specific choice made), and the associated
data action or stakeholder interaction. We then collaboratively syn-
thesized these openly generated annotations into a coding scheme
by merging design decisions of the same type, and re-coded all
design decisions using the finalized coding. This process yielded 96
unique privacy design decisions.
From this analysis, we make two key observations. First,

we found that different data practices often involve com-
mon types of design decisions (e.g., data_type, consent_mode,
storage_location). Second, while most decision types (or keys)
are applicable across domains (e.g., health, smart homes), their
specific values often depend on the context of data practices. For
example, data_type may involve medical_records in a health-
care setting, but GPS_coordinates in a location-tracking app or
audio_commands in a smart speaker. This demonstrates the need
for a domain-aware design space that captures context-specific
privacy nuances.
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Figure 5: We organize our domain-aware privacy design space by data actions and stakeholder interactions, categorizing privacy
design decisions based on the applicability of their keys and values across different domains.

Building on our privacy representation, we formulate the struc-
ture of the design space by organizing privacy design decisions into
three categories (Figure 5): (1) universal keys with universal val-
ues that apply across domains (e.g., consent_mode: opt-in/opt-out);
(2) universal keys with domain-specific values, where categories
remain consistent but options vary by context (e.g., data_type: med-
ical records); and (3) domain-specific keys for decisions unique to
particular domains (e.g., voice_masking: enabled).

7.2 Mining Design Decisions from Privacy News
We first manually built an initial privacy design space of design
decisions based on prior analysis results from Section 7.1 to es-
tablish the structure of the design space. We then extracted key
privacy design decisions from the online corpus of privacy-related
news using LLMs to populate and expand this design space. We
hypothesize that important privacy design decisions are more likely
to be reported in news and incident coverage because mistakes in
these decisions tend to have severe consequences for individuals
or organizations, triggering public scrutiny and media attention.
Dataset Preparation. We collected 10K news labeled with pri-
vacy category from popular technology news sources, including
TechCrunch [95], Guardian [34], Wired [106], and The Verge [98].
We applied keyword-based filtering using terms like “privacy” and
“data protection” to identify privacy-related news articles. To enable
more precise filtering at scale, we sampled a small set of news arti-
cles and used the GPT-4o model to assess their relevance to privacy
design. Using these LLM-generated labels, we trained a specialized

classifier based on the RoBERTa model [65] as a cost-effective al-
ternative to LLMs. We then applied this classifier to filter the entire
corpus, which yielded 7,058 news articles related to privacy design.
Annotating Domain Labels. For each filtered news article, we
segmented the news text into individual data practices to isolate
distinct privacy scenarios. We then annotated each data practice
with a set of domain labels derived from Privacy Contextual Do-
mains in MITRE’s PANOPTIC Taxonomy [48], which consists of
20 labels covering both data types and application domains (e.g.,
financial, health).
Design Space Expansion. Extracting design decisions from news
text is challenging: open-ended prompts often lead LLMs to pro-
duce messy, inconsistent annotations, while being overly restrictive
may limit their ability to uncover new design decisions. We devel-
oped an iterative two-step extraction process to balance flexibility
and consistency. In the first step, we extracted values for design
decisions covered in our current design space, allowing us to dis-
cover new domain-specific values for existing decision types. In
the second step, we prompted the LLM to exclude the key-value
pairs identified in the previous step and apply the 4W1H scheme
(What/When/Who/Where/How) [2, 53] to systematically uncover
new decision keys.

After each iteration, we enriched the design space by expanding
value sets or adding new keys. For universal keys with domain-
specific values, we incorporated new options uncovered across
different domains. Additionally, we introduced new domain-specific
keys and their associated values. We repeated the process until the
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design space reached saturation, with diminishing gains in new
keys or values.
This iterative mining process not only extracts a broad set of

privacy design decisions and their possible values, but also reveals
how these decisions commonly appear together in real-world con-
texts. These co-occurrence patterns enable us to rank and prioritize
design decisions during question generation (Section 8.2).

8 Question Generation Workflow
PrivacyAkinator leverages the underlying privacy representation to
dynamically generate questions from the design space and prioritize
questions based on developer’s prior responses and domain context.

8.1 Generating Question Candidates
PrivacyAkinator generates two types of questions to systematically
explore the privacy design space: (1) exploratory questions that add
new nodes (data action or stakeholder interaction) to the data flow;
(2) exploitative questions that draw on the existing set of design
decisions to elicit more detailed information about specific nodes.
As developers respond, PrivacyAkinator dynamically updates the
underlying representation to reflect their answers.
Exploratory Questions. We prompt the LLM to propose new data
actions (e.g., whether the data is stored, shared with external par-
ties) or new stakeholder interactions for existing data action nodes
(e.g., whether data collection obtains user consent, requesting dele-
tion of stored data). We intentionally limit exploratory questions
to a binary yes/no format to reduce cognitive load on developers.
A “yes” response triggers the addition of a new node to the repre-
sentation, while “no” responses do not make any changes. During
question generation, LLM also annotates the related node in the
representation and identifies potential new connections to enable
automatic updates to the underlying representation.
Exploitative Questions. PrivacyAkinator maintains a pool of can-
didate design decisions. When adding a new node to the underlying
representation, PrivacyAkinator retrieves relevant design decisions
from our curated design space and enriches the pool. To ensure
contextual relevance, PrivacyAkinator annotates domain labels for
the current design practice based on user input, and filters out ir-
relevant data practices mined in Section 7.2 based on domain label
similarity. We use the Jaccard similarity of two domain label sets to
quantify the relevance of data practices:

𝐽 (𝑆1, 𝑆2) =
|𝑆1 ∩ 𝑆2 |
|𝑆1 ∪ 𝑆2 |

Only data practices with a similarity score above 0.4 are retained.
From this filtered set, PrivacyAkinator selects design decisions that
match the type of the current node and incorporates them into the
decision pool.

Once an exploitative question is presented and answered by the
user, PrivacyAkinator prompts the LLM to generate follow-up ques-
tions to probe corner cases and contextual specifics. For example,
if the system asks, “Do you limit API usage for third-party inte-
grations?”, a follow-up question might be, “What is the maximum
number of API calls allowed per third party per day?” In doing so,

PrivacyAkinator progresses from broad privacy concepts to spe-
cific implementation details through exploration, exploitation, and
follow-up questions with varying levels of granularity.

8.2 Prioritizing Key Questions
PrivacyAkinator prioritizes which questions to ask based on co-
occurrence statistics and contextual relevance to efficiently explore
the privacy design space.
Ranking Design Decisions by Co-Occurrence. We rank design
decisions using their co-occurrence frequency in the filtered corpus
of relevant data practices described in Section 8.1. The mutual
information (MI) score [72] between two design decisions 𝐷1 and
𝐷2 is calculated as:

𝑀𝐼 (𝐷1, 𝐷2) = log
(
𝑃 (𝐷1 ∧ 𝐷2) × 𝑁

𝑃 (𝐷1) × 𝑃 (𝐷2)

)
where 𝑃 (𝐷1 ∧ 𝐷2) is the probability of the two decisions co-
occurring, 𝑃 (𝐷1) and 𝑃 (𝐷2) are their individual probabilities, and
𝑁 is the total number of data practices involved.
PrivacyAkinator then uses the average co-occurrence statistics

with all prior design choices to rank all design decisions in the pool.
The hypothesis is that design decisions that frequently co-occur in
privacy news or literature are more likely to be correlated and criti-
cal. At each step, PrivacyAkinator generates questions for the top-𝑘
decisions from the ranked list, as expanding too many decisions
would significantly increase computational cost. For each priori-
tized decision, we provide the LLM with a key (the design decision)
and its value set (possible choices), and prompt it to contextualize
the question based on the developer’s previous answers and the
current underlying representation. To prevent biased suggestions,
we prompt the LLM to present all possible design choices objec-
tively and intentionally avoid framing that could prime developers.
We used 𝑘 = 3 in our setting.
Explore vs. Exploit. PrivacyAkinator maintains separate lists for
exploratory and exploitative questions, and uses simple heuristics to
switch between them. The choice depends on factors including how
many questions have been answered, how the user has responded
to earlier questions, and the current structure of the underlying
representation. As more questions are answered, the system grad-
ually increases the probability of selecting exploitative questions
to refine existing components. If a user skips an exploratory ques-
tion, it interprets this as a signal that the topic may be irrelevant
or already addressed, and switches to exploitative questions. The
system also checks for missing node types (e.g., notice, share), and
asks exploratory questions to fill those gaps. In addition to these
automated heuristics, users can manually switch between these
two modes at any time.
To avoid asking repetitive questions, PrivacyAkinator prompts

the LLM to check each new question against the question history
and the current system representation. If a duplicate is detected,
PrivacyAkinator simply fetches the next candidate question.
Termination of Question Generation. Inspired by the Akinator
game [84], PrivacyAkinator provides three ways to end question
generation. First, it imposes a hard limit of 25 questions to avoid
overwhelming users. Second, it applies heuristics to stop early
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when enough information has been gathered or further questions
seem unproductive (i.e., no new nodes are likely to be added and all
potential design decisions have low co-occurrence statistics). Third,
the user can end the session at any time if they feel their design
is complete or no longer want to continue. When termination is
triggered, PrivacyAkinator prompts the user to either proceed with
more questions to refine details or start the assessment process.

9 Implementation
We implemented a prototype of PrivacyAkinator, comprising a user
interface and a backend LLM service.
User Interface. We implemented a user interface for developers
using React to streamline the process of conducting PRAM. De-
velopers first provide a high-level design goal that describes the
functional needs of their system (Figure 6). PrivacyAkinator then
expands this into more detailed functional requirements, surfacing
the privacy design decisions developers need to consider (Figure 7).
Developers can review and modify these as needed. Here, the LLM
is used to outline key data flows for initializing the privacy repre-
sentation, rather than generate full system requirements.

The next stage involves a question-answering process (Figure 8).
The interface displays the underlying system representation at the
bottom of the screen, while the top section presents questions along
with relevant contextual information. The system highlights the
node associated with the current question in the representation and
provides a detailed view of that node next to the question to aid
understanding. Users can choose to hide the visual representation
and focus solely on the question view. Users may select multiple
answers they believe are correct. If none apply, they can provide
a custom response or skip the question. They can also return to
earlier questions and revise their answers at any point. As users
progress, the interface also provides real-time updates of the under-
lying representation to help users understand how their responses
influence the system model.

After answering several questions, users are prompted to either
continue exploring more detailed questions or proceed to system
assessment. In the assessment phase, the interface uses the LLM to
generate a table summarizing data actions, types of data involved,
and contextual factors (Figure 9), which users can edit directly. The
LLM also suggests summary issues for each data action, which
users can validate, discard, or supplement with their own insights.
Once this process is complete, users can export the results into

a PRAM worksheet (Figure 10). We generate the worksheet using
the ExcelJS library to ensure it follows the official PRAM format.
Backend LLM Service. The backend service handles requests from
the user interface to fetch the next question. It generates questions
asynchronously using the claude-3-7-sonnet-20250219 model
to reduce response latency. We selected this model for its strong
instruction-following capabilities, stable output quality and cost-
effectiveness. For each user session, the service maintains a separate
question pool and selects the next question dynamically, follow-
ing the process described in Section 8. To ensure question quality,
we prompted the LLM to (1) ground each question in the underly-
ing representation to ensure privacy relevance, (2) present design
choices objectively to avoid judgment or biased framing (e.g., using
“would” instead of “should”), (3) generate questions and options

that are specific, concrete, and contextualized (e.g., replacing ab-
stract terms with clear examples) while remaining concise, and (4)
reference the current representation and question history to avoid
duplicates. We set temperature = 0, top_p = 0.95 to minimize LLM
output variability and maintain consistent question generation.

10 Evaluation
We conducted an experiment to evaluate our system’s effectiveness
in covering key privacy design decisions and a user study to assess
the usability of our tool for developers.

10.1 Case Studies
We evaluated PrivacyAkinator’s coverage of key privacy design
decisions on real-world data practices.

10.1.1 Dataset. We curated a dataset of 30 data practices with
problematic privacy design decisions from the literature on privacy
incidents [62, 83] and news reports of practices that triggered sig-
nificant user backlash [15, 18]. We provide detailed descriptions of
the dataset in Table 6.

10.1.2 Ground Truth. We employed a multi-stage approach [110]
to identify key design decisions underlying these data practices,
which combined individual ideation, peer review and expert evalu-
ation. We first conducted a structured brainstorming session [20]
to enumerate privacy design decisions associated with these data
practices. The session involved 11 students who had extensive re-
search training in usable privacy, including advanced coursework,
active research projects, and prior publications in privacy-related
venues. We provided each participant with a general description
of the practices and asked them to individually propose design
decisions they felt significantly affected user privacy. They then
worked in pairs to discuss their responses and identify additional
design decisions.

The identification phase was followed by a ranking and selection
stage conducted by more experienced researchers to identify the
key design decisions. After the session, two graduate researchers
with over three years of experience in usable privacy research inde-
pendently coded the design decisions for each data practice based
on participant input. We assessed inter-rater reliability using Co-
hen’s kappa [69], which indicated strong agreement with 𝜅 = 0.85.
The coders then discussed any discrepancies to resolve conflicts
and reach a consensus on the codebook. After coding, they ranked
the decisions by their frequency of occurrence across participants
and perceived impact on user privacy, then selected the top-ranked
decisions to serve as the ground truth.

10.1.3 Method. We manually defined a design goal for each data
practice based on its functionality (e.g., “an attendee tracking fea-
ture for a video conferencing app” for Zoom’s attention tracking),
which served as the input to our system. We then answered the
questions generated by PrivacyAkinator to align the responses with
real-world implementations. For each data practice, we measured
whether the resulting privacy representation could (1) capture de-
sign decisions by including relevant keys, and (2) accurately re-
flect actual choices. We used the GPT-4o model to compare the
generated outputs against our ground truth, and supplemented
this with human review and corrections to ensure the accuracy of
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evaluation. We also tested whether the effectiveness in capturing
privacy-related design decisions primarily stems from our question-
generation workflow or LLMs’ inherent capabilities. For baselines,
we directly prompted different LLMs to generate 20 questions. We
set the following configurations for all models: temperature = 0,
top_p = 0.95, and max_tokens = 4000. We tested each model three
times to account for randomness and averaged the results.

10.1.4 Results. Table 2 compares the coverage of key privacy de-
sign decisions of PrivacyAkinator with three state-of-the-art LLMs,
including GPT-4o, Claude 3.7, and Gemini 2.5 Flash. On average,
PrivacyAkinator achieved a coverage rate of 93.67% for key deci-
sions and 77.33% for actual choices, significantly outperforming the
baseline LLM approaches, whose coverage ranged from 43.91% to
55.22% for key decisions and 20.83% to 42.71% for actual choices.
We further evaluated their performance across 10 categories of

privacy decisions (4 data actions & 6 stakeholder interactions). We
found that PrivacyAkinator consistently showed higher coverage
on key design decisions and their actual choices across all cate-
gories. The performance advantages were more significant in data
action categories (i.e., Collect, Process, Store, and Share), where Pri-
vacyAkinator achieved coverage rates above 89% for key decisions,
while baseline LLMs typically ranged between 38–65%.

Stakeholder interaction categories revealed more nuanced per-
formance differences. While LLMs performed relatively well in the
Consent category (75.72% for GPT-4o, 78.44% for Gemini 2.5), Priva-
cyAkinator still led with coverage of 96.15% for key decisions and
88.46% for actual choices. The most significant gaps appeared in
Control and Access categories, where baseline LLMs struggled to
identify relevant design decisions (40.65–62.16% coverage), while
PrivacyAkinator maintained over 92% coverage.
These results suggest that PrivacyAkinator is more effective at

systematically exploring the privacy design space. While general-
purpose LLMs can generate contextual privacy-related questions,
their outputs are often inconsistent and less effective due to limited
domain-specific knowledge.

10.2 User Studies
We conducted a user study to evaluate how PrivacyAkinator could
help developers articulate privacy design decisions.

10.2.1 Participants. We recruited 24 participants (16 identified as
male and 8 as female; 18 aged 18–24, 6 aged 25–34) in the evaluation
through the same approach as previous studies (Section 4.1). Each
participant received a USD 20 Amazon gift card as compensation.
Participants reported low levels of prior privacy knowledge (Mean
= 2.4, SD = 1.3), with most rating themselves as beginners (ratings of
1–2). None of the participants had taken part in our earlier studies.
The study received approval from our university’s Institutional
Review Board (IRB).

10.2.2 Study Procedure and Apparatus. The study used a within-
subjects design, where participants used both PrivacyAkinator and
NIST’s PRAM to complete two tasks. Because this study focuses
on novices, we anticipated that the individual differences in the
between-subjects design could strongly influence outcomes. We
randomized the presentation order of tools and tasks, and included
warm-up tasks for each tool to mitigate the potential priming effect.

We did not disclose that one of the tools was developed by the au-
thors to prevent introducing potential bias. For PRAM, we only used
Worksheet 2 (Assessing System Design) to ensure fair comparison,
as it aligns with the focus of PrivacyAkinator on articulating sys-
tem design decisions. We reused the task scenarios from previous
studies (Table 1).
Each study included two sessions, one for each condition. Each

session started with a 10-minute walk-through briefing on the
study purpose and task overview, followed by a warm-up task that
included a tutorial on the tool and the task using a sample scenario
ACME IDP service drawn from the PRAM materials. Researchers
observed the process and answered questions as needed.

Then we instructed each participant to complete one task using
their assigned tool (PRAM or PrivacyAkinator) to assess the privacy
design of one data practice scenario. We presented a high-level
description of each scenario (Table 1) to remain consistent with
previous studies (Section 4).
Upon completion of each task, we asked the participant to fill

out a NASA-TLX survey [40]. After both sessions, participants
took a semi-structured interview about their experiences with the
two tools. In the post-study interview, we asked participants to
compare their experiences with the two approaches and reflect on
the strengths and weaknesses of each. The study was conducted in
a lab space or via an online Zoom meeting. On average, our study
took about 75 minutes for each participant.

10.2.3 Data Analysis. Wemeasured the coverage of key privacy de-
sign decisions identified in participants’ responses. Two researchers
collaboratively annotated the design decisions described in partici-
pants’ worksheets (written manually or generated by PrivacyAk-
inator), counted the total number of decisions included in each
worksheet, and calculated the coverage of each design decision by
comparing them to the ground truth for each scenario (Section 10.1).
During annotation, we excluded content that did not represent de-
sign decisions, such as user privacy expectations (e.g., “this data is
highly sensitive for users”), and removed duplicate entries. We per-
formed Mann-Whitney U tests [70] to compare different scenario
orders within each condition and found no evidence of ordering bias
across all reported quantitative metrics. The qualitative analysis
followed the same procedure as described in Section 4.1.

10.2.4 Quantitative Results. We found that PrivacyAkinator could
help developers articulate system design more effectively and im-
prove the quality of their design outputs.
Improved Efficiency of Articulating System Design. As shown
in Table 3, participants completed the task 73% faster (average of
9.7 vs. 35.8 minutes) and covered 47% more privacy-related design
decisions (average of 28.9 vs. 12.9) using PrivacyAkinator compared
to the PRAM worksheet.
Additionally, participants reported more positive responses to

the NASA TLX questions (Table 4) with PrivacyAkinator than the
PRAMworksheet. These improvements include lower mental work-
load, effort, and frustration, along with increased self-perceived per-
formance, which are all statistically significant under the Wilcoxon
Signed Rank test [107] (𝑝 < 0.01, 𝑟 > 0.8).
Broader Coverage of Key Privacy Design Decisions. We then
compared the coverage of design decisions between conditions
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Table 2: PrivacyAkinator achieved broader coverage of key privacy design decisions and their corresponding values than three
baseline models (i.e., GPT-4o, Claude 3.7, and Gemini 2.5 Flash) across all categories.

Coverage GPT-4o Claude-3.7 Gemini-2.5 Flash PrivacyAkinator

Decision Choice Decision Choice Decision Choice Decision Choice

Collect 59.74 % 29.47 % 60.90 % 30.77 % 65.38 % 55.13 % 98.08 % 80.77 %
Process 38.38 % 18.84 % 55.10 % 28.57 % 54.42 % 40.14 % 89.80 % 75.51 %
Store 55.64 % 35.16 % 55.26 % 30.70 % 75.27 % 56.76 % 100.00 % 92.11 %
Share 43.54 % 18.62 % 42.67 % 22.67 % 48.50 % 36.44 % 92.00 % 80.00 %

Consent 75.72 % 44.06 % 63.28 % 41.13 % 78.44 % 62.28 % 96.15 % 88.46 %
Notice 54.01 % 26.41 % 68.69 % 32.28 % 60.00 % 44.78 % 89.47 % 63.16 %
Control 40.65 % 15.34 % 62.16 % 31.96 % 59.74 % 54.62 % 92.00 % 64.00 %
Access 45.68 % 27.16 % 53.53 % 22.13 % 60.49 % 48.15 % 92.59 % 81.48 %
Request 29.63 % 7.41 % 40.74 % 22.22 % 40.74 % 25.93 % 88.89 % 66.67 %
Audit 40.00 % 6.67 % 94.44 % 48.41 % 53.33 % 40.00 % 100.00 % 60.00 %

Overall 43.91 % 20.83 % 54.25 % 28.26 % 55.22 % 42.71 % 93.67 % 77.33 %

Table 3: In our user study, participants spent less time and covered more key design decisions with PrivacyAkinator compared
to PRAMWorksheet. Format: mean ± standard deviation. We also highlight the higher value between the two conditions.

Task ID PRAMWorksheet PrivacyAkinator

Time (min) # Total Decisions Key Decision Coverage Time (min) # Total Decisions Key Decision Coverage

Task #1 36.4 ± 10.9 12.4 ± 3.5 36.9 ± 13.8 % 14.2 ± 9.6 33.5 ± 5.9 79.1 ± 3.8 %
Task #2 32.6 ± 11.1 11.2 ± 3.6 40.0 ± 16.9 % 7.0 ± 1.9 29.8 ± 6.2 93.3 ± 6.2 %
Task #3 31.5 ± 5.2 11.4 ± 3.2 38.2 ± 7.6 % 7.5 ± 1.8 26.3 ± 4.3 93.9 ± 4.1 %
Task #4 41.8 ± 9.3 13.3 ± 6.0 48.6 ± 9.8 % 11.2 ± 2.8 24.8 ± 1.7 87.5 ± 4.8 %

Average 35.8 ± 10.7 12.9 ± 4.3 42.6 ± 12.0 % 9.7 ± 6.4 28.9 ± 5.5 89.3 ± 7.0 %

(Table 3). On average, participants covered 89.3% of key privacy
design decisions when using PrivacyAkinator, compared to 42.6%
of the PRAMworksheet. This difference was statistically significant
under the Wilcoxon Signed Rank test [107] (𝑝 < 0.01). Additionally,
we observed that PrivacyAkinator produced more consistent results
across participants, with lower variance in coverage (7.0%) than
12.0% for the PRAM worksheet.

10.2.5 Qualitative findings. We made the following findings based
on participants’ task behaviors and post-study interview feedback.
Lower Barriers for Privacy Non-Experts. Participants appreci-
ated PrivacyAkinator’s guided question answering process, which
enabled them to describe privacy-related decisions without special-
ized privacy background. For example, P16 mentioned that “[Priva-
cyAkinator] is pretty intuitive and easy to use. It doesn’t require any
extra privacy knowledge.” P18 added that “Personally, I haven’t seen
that workflow before, and I haven’t systematically studied privacy.
But I could still get where each design was coming from and the kind
of details they were trying to address. The questions made a lot of sense
to me, and they also gave me a few solid options to think through.”
Ease of Cognitive Load. Participants expressed that PrivacyAki-
nator streamlined the system design articulation process, reducing
their perceived effort and workload. Many participants described
PrivacyAkinator as “much easier to use”, with P12 noting that “the
only mental effort was answering the questions which mainly had
just 2 or 3 options”, rather than “having to come up with a lot of ideas

and also decide on which idea to focus on.” P4 mentioned that “[Pri-
vacyAkinator] was much more efficient for my thought process, and it
allowed me to generate more ideas and also not focus about manually
drawing the diagram.” Participants also recognized that PrivacyAki-
nator “made the specification process easier and more manageable”
by “narrowing the mental search space” (P18), and offering a sim-
plified workflow that avoided “doing all things manually” (P4) and
“switching back and forth between different tabs” (P15).
Enhanced Coverage of Privacy Design Decisions. Participants
appreciated that PrivacyAkinator helped surface design consid-
erations they might have otherwise overlooked. P13 shared that
“questions can help me to find those details I missed, or even just didn’t
know”, while P1 noted that “the set of questions presented gave a lot
of insights into designing and addressing data privacy issues in the
real world projects or applications.” Participants also perceived better
performance with PrivacyAkinator than designing from scratch.
P11 explained that without guidance, they were “just imagining
things from scratch,” and felt “limited in what I was able to come up
with.” In contrast, PrivacyAkinator “gives something to build on and
[they] just needed to make some reasonable adjustments”, resulting
in a design that they felt was more accurate and complete.
Reduced Ambiguity through Structured Guidance. Partici-
pants expressed that PrivacyAkinator reduced their confusion by
providing clear, step-by-step guidance throughout the process. Most
participants struggled with traditional worksheets. They explained
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Table 4: Participants perceived significantly lower cognitive load using PrivacyAkinator compared to PRAM worksheet. We
present NASA TLX results (scale of 1 to 7) as “median (mean ± standard deviation)”. We annotate statistical significance based
on the Wilcoxon Signed-Rank test (∗: 𝑝 < 0.05,∗∗ : 𝑝 < 0.01,∗∗∗ : 𝑝 < 0.001). ↓ denotes that the lower is better.

Condition Mental ↓ Physical ↓ Temporal ↓ Performance ↑ Effort ↓ Frustration ↓

PRAM 6 (5.4 ± 1.4) 2 (2.5 ± 1.8) 3 (3.6 ± 1.6) 5 (4.3 ± 1.1) 5 (5.3 ± 1.0) 3 (3.4 ± 2.0)
PrivacyAkinator 3 (3.3 ± 1.3) *** 1 (1.7 ± 1.1) * 2 (2.1 ± 0.9) *** 6 (5.7 ± 0.6) *** 3 (3.1 ± 1.5) *** 1 (1.7 ± 1.0) **

that “the worksheet definitions and examples are vague and some-
times disagreeing” (P7), and initially felt “kind of lost” and “having
no idea what you’re gonna do” (P19). In contrast, Participants appre-
ciated how PrivacyAkinator used contextualized prompts, a visual
workflow diagram, and follow-up questions to make the process
“easier to understand”. P1 appreciated that “[PrivacyAkinator] infers
based on the questions answered, which serves as a great way of sum-
marizing and visualizing details while designing a system.” P6 also
noted that “questions generated by PrivacyAkinator were easier to
understand,” because they avoided heavy use of technical jargon.
Over-Reliance on Generated Design Decisions. Participants
also noted the potential downside of over-relying on system-
generated questions. P11 observed that when answering the gener-
ated questions, they are “kind of shut off the thinking part of your
brain, and then don’t explore beyond it.” While participants recog-
nized that PrivacyAkinator is especially useful for beginners with
limited knowledge, they suggested a hybrid approach for experi-
enced developers. As P5 explained, “If you’re more experienced, the
tool is still good, because it’ll give you different options. But you should
still take time to sit down and come up with your own ideas, instead
of just relying on what it’s generating.”

11 Discussion & Limitations

New Design Knowledge. Our studies suggest several design im-
plications for developing tools that support privacy assessment.
Existing privacy assessment frameworks often prompt developers
to analyze risks before they have fully articulated the underlying
data practices [75, 112]. Our studies show that this leads to in-
complete or inconsistent system descriptions. Without structured
articulation, novices rely on ad-hoc reasoning and tend to fixate
on the first thing they notice, resulting in partial and biased assess-
ments. Our findings suggest that privacy assessment tools should
defer judgment and separate articulation from evaluation [De-
sign Implication #1]. Articulating data practices before assessing
risks supports a more complete understanding of the system and
reduces premature evaluation.
RQ1: How to turn privacy design into a structured task?

We address this through a structured representation that organizes
privacy design decisions around data flows and stakeholder interac-
tions. In our studies, novices were often distracted by surface-level
implementation details, echoing prior findings that novices tend
to focus on superficial details whereas experts attend to deeper
structural cues [11, 14, 73]. Our representation helps bridge this
gap through selective attention [Design Implication #2]: by deter-
mining what to include and what is omitted, it not only documents
the system design, but also actively directs developers’ attention
and guides their thinking [76].

RQ2: How to unfold this structured task for novice devel-
opers? PrivacyAkinator decomposes PRAM’s broad, open-ended
prompts into a series of multiple-choice questions [Design Im-
plication #3] to make privacy assessment more approachable and
actionable for novices. In our studies, participants often did not
know how to begin with open-ended worksheets, felt confused
about what level of detail was expected and frequently omitted key
privacy decisions. With open-ended worksheet, novices need to
consider numerous decisions simultaneously, which imposes high
cognitive load and can be overwhelming. In contrast, our evalua-
tion shows that PrivacyAkinator’s structured prompts improved
coverage of privacy-relevant decisions and reduced cognitive load,
consistent with prior work on scaffolding novices [33, 67, 91, 97]. By
breaking the task into discrete, concrete questions, the tool allows
novices to focus on one decision at a time.
A key design trade-off is reducing cognitive load without over-

simplifying the task or limiting expressiveness. To address this,
we decouple what to articulate (RQ1) from how to support artic-
ulation (RQ2): The structured representation directs attention to
privacy-relevant aspects of a system, while the interactive questions
guide novices through the design space. Our design implications
(e.g., separating articulation from evaluation, guiding selective at-
tention, and decomposing complex tasks) can generalize beyond
PrivacyAkinator and inform the design of related systems. Design-
ers can operationalize these principles in domain-specific contexts;
for example, we use closed-ended questions to scaffold privacy risk
assessment tasks.
Practical Deployment Limitations. While PrivacyAkinator helps
developers articulate their design choices, privacy risk assessment
involves additional challenges beyond the tool’s current scope. Im-
proved coverage and articulation may not guarantee correct privacy
decisions. Judging the severity of privacy risks remains subjective
and often requires domain-specific expertise that novices may lack.
Nevertheless, by constructing a closed-ended, structured design
space, our work lays the groundwork for creating a representa-
tion of privacy design that is easier to analyze with automation.
Future work could build on this representation to produce machine-
readable outputs that support risk identification and prioritiza-
tion—for example, by training ML models to classify risk levels, flag
high-risk combinations of design choices, or map design patterns
to known risks—thereby enabling more objective and consistent
privacy assessments.

One related concern is the potential over-reliance on automated
suggestions. PrivacyAkinator is not intended to replace existing
PRA workflows but to serve as a structured prompt or checklist to
help developers surface key design decisions. Developers should
combine the automated question generation with manual review
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and domain expertise, as the LLM-based approachmaymiss context-
specific privacy considerations.
Potential Bias of Mining Privacy News. As with any data-
driven application, the coverage of PrivacyAkinator is influenced
by its data sources. Since we construct the privacy design space by
mining privacy-related news articles, it effectively captures high-
profile, media-reported incidents but may overlook under-reported
or emerging domains, such as healthcare IoT or industrial surveil-
lance. For example, it may over-represent issues that were widely
reported rather than those that are actually more common in prac-
tice. Additionally, the news corpus may reflect geographic bias, as
the sources are drawn primarily from media outlets in the United
States and United Kingdom, which could underrepresent privacy
issues more prominent in other regions or regulatory environments.

Additional sources (e.g., legal documents) can be incorporated to
broaden the system’s coverage and relevance to sensitive contexts.
Organizations can also apply our approach to create customized
taxonomy using internal or domain-specific materials, such as en-
gineering requirement documents.
Risks of Relying on LLM-generated Content. PrivacyAkinator
relies on LLMs to generate questions, which can sometimes result in
vague or inconsistent wording. During our user study (Section 10.2),
several participants noted that some questions were repetitive or
unclear. To mitigate this, PrivacyAkinator allows users to skip am-
biguous or duplicate questions and submit custom responses when
the provided options do not apply. Repetitive questions may cause
inconsistencies. Future work could analyze the representation and
provide automatic or human-assisted conflict resolutions. For vague
or unclear questions, a conversational assistant could be developed
to provide explanations, or regenerate questions for clarity. With
the recent rapid advancements in LLMs [16, 113], we expect future
models to reduce these issues and further improve the clarity and
quality of generated questions.

Unconstrained question generation carries a high risk of LLM hal-
lucinations, potentially producing nonsensical or irrelevant ques-
tions that do not connect to the developer’s system. Instead of
allowing free-form brainstorming, we ground the questions on
the closed-ended design space and provide contextual cues (e.g.,
highlighting related nodes, summarizing prior decisions) to help
developers flag irrelevant questions.
Another concern is that LLMs’ output is not necessarily deter-

ministic and may vary across runs. In our user studies, however,
we observed high question stability: repeated invocations for same
system descriptions produced largely consistent question sets, with
variation mostly confined to minor wording changes. We attribute
this stability to low-temperature sampling and the system’s prioriti-
zation logic, which limits randomness in question selection. Future
work may consider alternative question-generation approaches
(e.g., template-based methods), which offer higher stability but may
lack the flexibility to capture diverse, context-specific privacy nu-
ances. For example, it would be challenging for templates to surface
questions tailored to a developer’s specific data uses.
Sharing system descriptions with an external LLM may expose

proprietary system logic and sensitive data-processing details. De-
velopers can address these privacy risks by establishing contractual

agreements with commercial LLM providers (e.g., zero data reten-
tion policies [35]) or by deploying self-hosted models.
LLM interpretations of system descriptions may be inaccurate,

leading tomisrepresented features, data uses, or processing steps. To
help detect these misinterpretations, PrivacyAkinator immediately
visualizes how each input updates the underlying representation,
making the LLM’s interpretation explicit and easier to review.

PrivacyAkinator uses an LLM to generate preliminary system re-
quirements from a short description. Recent work in requirements
engineering shows that modern LLMs (e.g., GPT-4) can reliably
interpret natural-language descriptions and produce structured,
coherent software requirements specifications comparable to those
written by entry-level engineers [27, 45, 55]. For example, in the
Zoom-attention scenario, the model recognizes that application-
window focus and webcam-based inference are two distinct meth-
ods for tracking attention. Its output uses window focus as it is less
privacy-invasive, given that much sensitive information beyond
attention status can be inferred from webcam data (e.g., facial ex-
pressions, body movements). Alternative methods for requirement
elicitation, such as a drag-and-drop interface, offer more direct con-
trol over feature and data selection but may lack generalizability.
For example, a predefined list of data types may struggle to capture
the breadth of real-world design choices. Such approaches are bet-
ter suited when customized for a specific organization or domain,
where relevant data types are fixed and well-defined.
Applicability beyond Novices. We intentionally focused our stud-
ies on developers who are novices in privacy. Prior work shows that
experts and novices often exhibit markedly different usage patterns
when engaging in complex design and analysis tasks [1, 26], so we
expect privacy experts to have different user needs that require
different forms of support. Focusing on a specific user group allows
us to probe their specific challenges in depth and provide tailored
scaffolding, rather than a one-size-fits-all system that serves neither
group well. We target novices in particular because they constitute
a large portion of the overall developer population, and their lack
of privacy expertise necessitates additional support for effective
privacy assessments.
While PrivacyAkinator is specifically designed for novices, we

believe several of its components can also benefit privacy experts.
For example, the structured privacy representation can help them
keep track of numerous privacy-relevant decisions and more easily
navigate the design space. The prompting questions can function as
a lightweight checklist to surface missing decisions or reveal edge
cases, or as prompts to support brainstorming of alternative design
choices. However, experts may demand different workflows: they
often do not need step-by-step guidance and instead may prefer to
manually assemble the diagrams from the building blocks (i.e., data
actions and interactions), similar to privacy storyboards [47]. They
can then actively drive question generation, instructing the system
to generate questions when needed to enrich the representation
more deliberately. Because our studies primarily involved novices,
our results may not fully reflect how experts would use or benefit
from the system. Future work will test the tool with developers
of varied expertise levels to incorporate expert perspectives for a
more comprehensive assessment.
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12 Conclusion
This paper explores methods to lower the barrier for novice de-
velopers to apply privacy risk assessments, particularly NIST’s
PRAM. Through an observational study (N=12), we identified three
key challenges novice developers face when applying PRAM: (1)
difficulty effectively distributing attention across numerous pri-
vacy design decisions, (2) confusion stemming from PRAM’s vague
terminology and open-ended structure regarding appropriate re-
sponses, and (3) frequently missing important design decisions
without explicit prompting. To address these challenges, we devel-
oped PrivacyAkinator, a tool that helps developers articulate key
privacy decisions by answering LLM-generated multiple-choice
questions. Our user study (N=24) shows that PrivacyAkinator en-
ables developers to identify 47% more key design decisions in 73%
less time compared to using the PRAM worksheet.
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A User Interface

Figure 6: PrivacyAkinator Design Goal Panel

Figure 7: PrivacyAkinator functional Requirement Panel
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Figure 8: PrivacyAkinator Workflow & Questions Panel

Figure 9: PrivacyAkinator Access System Design Panel
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Figure 10: PrivacyAkinator Generated Worksheet

B Data Actions and Stakeholder Interactions

Table 5: Data Actions and Stakeholder Interactions

Category Operation Definition

Data Action

Collect Collect users’ data or sensor inputs.
Process Process data to derive new information.
Store Keep data in a persistent storage system.
Share Share data to different parties.

Stakeholder
Interaction

Consent A data subject gives permission for specific data actions.
Notice A data observer informs data subjects about the data action or its results.
Control A data subject controls settings that determine how their data is stored or processed.
Access A data observer accesses and uses user data or derived data for a specific purpose.
Request A data subject asks to exercise their data rights.
Audit An auditor examines data actions for compliance with policies or regulations.
Influence A data beneficiary/victim is impacted by a data practice.

C Selected Data Practices for Evaluation
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Table 6: A summary of 30 data practices collected to assess the coverage of key privacy design decisions.

#ID Scenario Description

#1 Zoom Attention Tracking An attendee attention tracking feature for a video conferencing application
#2 Facebook Cambridge Analytica A data platform that allows third-party apps to collect users’ data through a social media platform
#3 AirTag A real-time location tracking device for personal items
#4 Target Pregnancy Prediction A retail analytics system that processes customer purchase histories to automatically generate personalized

coupons and recommendations
#5 Facebook Emotional Contagion A research experiment to study how exposure to emotional content affects users’ own emotional expressions

on a social media platform
#6 Google Buzz A system that integrates email services with social networking functionality
#7 OKCupid Score manipulation A research experiment to study how displayed compatibility scores influence user behavior and interactions

on a dating platform
#8 Uber Price Discrimination A dynamic pricing system for a ride-sharing service
#9 Staple Price Discrimination An e-commerce pricing system that incorporates geographic and market data
#10 Expedia Price Discrimination A dynamic pricing system for a travel booking platform
#11 Strava Fitbit Heatmap A global visualization of fitness tracking data that unintentionally reveals military personnel’s locations and

movements in sensitive areas
#12 Alexa Smart Home A voice-activated smart home assistant that minimizes data collection while maintaining functionality and

user convenience
#13 Tesla Camera A vehicle camera system that captures and processes environmental data to support autonomous driving

features while establishing protocols for employee access to customer recordings
#14 23andMe Genetic Data Privacy A direct-to-consumer genetic testing service that collects, analyzes, stores, and shares users’ DNA data
#15 Starlink Satellite Surveillance A satellite internet communication system for border security that enables continuous connectivity in remote

areas, supports real-time data transmission from surveillance equipment, and facilitates agent communications
while operating in regions with limited infrastructure

#16 Singapore TraceTogether A nationwide contact tracing system that tracks citizens’ movements and interpersonal contacts using
smartphone applications and wearable tokens with data centrally stored in government databases

#17 Fog Reveal (Police) A location data analytics platform that aggregates commercially available smartphone location information
and provides law enforcement agencies with search capabilities to identify and track devices based on time,
location, and movement patterns without requiring individual warrants

#18 Meta Facial Recognition A social media photo tagging system that utilizes facial recognition technology to automatically identify
individuals across a platform’s user base and suggest tags based on facial geometry analysis from uploaded
images and videos

#19 Ring Doorbell A cloud-connected home security camera system that streams and stores video footage from users’ homes,
processes this data for motion detection alerts, and provides remote access capabilities through mobile
applications with two-way audio communication features

#20 Reverse location search from photos An AI-based image analysis system that can determine geographic location based on visual elements in
photographs

#21 Dutch Child Care Fraudster Detection An automated fraud detection system for government benefits programs that uses citizen data to create risk
profiles and flag potentially fraudulent applications for investigation

#22 Telegram User Data Privacy Issues A messaging platform that provides encrypted communications while managing legal compliance require-
ments regarding user data and content moderation

#23 League of Legends Chat-log Review A system that analyzes employee behavior in company products during their personal time and incorporates
this data into performance evaluations and employment decisions

#24 MiHoYo In-app Purchases Mobile game with in-app purchases that appeals to users of all ages and maintains profitability
#25 Dark Patterns in Subscription Services A subscription management system for digital services
#26 Olympic AI Surveillance A video monitoring system that uses artificial intelligence to scan large crowds at major public events and

automatically identify suspicious behaviors, unusual activities, and potential security threats
#27 Social Credit Score A comprehensive monitoring and evaluation system for federal employees and contractors that tracks

workplace performance, personal conduct, social media activity, and outside associations to generate trust-
worthiness scores influencing employment decisions

#28 Parental Control Applications A parental control application for monitoring children’s device usage
#29 Browser Fingerprint A cross-site tracking system that identifies users without cookies by collecting technical information about

their browsers and devices to create persistent identifiers that work even when privacy protections are enabled
#30 Government Email Transmission An employee data management system for municipal governments that enables sharing workforce information

with other government entities while managing sensitive personal details across organizational boundaries
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D Interview Questions for the Observational and Evaluation Study

Table 7: The interview protocol used during the observational study.

Phase / Section Prompts

Introduction Thank you for participating. In this study, we are interested in understanding how developers perform
privacy risk assessments. We will ask you to work through a task using a standard framework called PRAM.
There are no right or wrong answers; we are interested in your natural thought process.

Instruction As you work on the task, please try to think out loud. Tell us what you’re thinking. This will help us
understand your perspective.

Consent Script Before we begin the study, I need to obtain your informed consent.
This session will be recorded for the sole purpose of accurate transcription. The recording will be perma-
nently deleted by the research team immediately after the transcript is verified. All data collected from the
interview will be fully anonymized to protect your privacy.
Your participation is completely voluntary. You have the right to skip any question you are not comfortable
with, or to withdraw from the study at any time without penalty.

Post-study Questions

Overall How would you describe your overall experience of using the PRAM framework?
Which of the PRAM worksheets or tasks did you find the most challenging, and why?
Which part of the framework, if any, did you find helpful or easy to use? Why?
If you could change one thing about this framework to make it easier for developers, what would it be?

WS1: Framing Business Objectives How are you thinking about the main purpose of this system?
What factors are you considering when describing the functional requirements?

WS2: Assessing System Design As you map the data flows, could you explain:
- How did you decide which system components were important to include?

As you identify the data actions, could you explain:
- What was your process for identifying all the data actions here?
- How clear are the definitions for terms?

WS3: Prioritizing Risk As you assign Likelihood/Impact scores:
- Could you explain your reasoning for giving ’likelihood’ that specific rating?

As you calculate the final risk score:
- What does that number tell you about the risk?
- How do you decide if this score is high enough to require action?

Table 8: The interview questions used during the evaluation study.

Theme Post-Study Interview Questions

Overall Experiences How would you describe your overall experience using the PRAM worksheet versus PrivacyAkinator?
Which approach did you find more intuitive or easier to use, and why?

Strengths & Weaknesses What aspects of the PRAM worksheet did you find most helpful or effective?
What aspects of PRAM worksheet were confusing, frustrating, or difficult to use?
What challenges or limitations did you encounter with the PRAM worksheet?
What aspects of PrivacyAkinator did you find most helpful or effective?
What aspects of PrivacyAkinator were confusing, frustrating, or difficult to use?
What challenges or limitations did you encounter with PrivacyAkinator?

Reflection & Preference If you need to use one approach in a real project, which would you choose, and why?
How would you improve either approach based on your experience?
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E Qualitative Analysis Codebook from Observational Study

Table 9: The codebook developed during our qualitative analysis of the observational study

Theme Code Sub-code Description

Attention
Allocation

Information
Overload

Cognitive Fatigue Participants experienced heavy mental load from juggling numerous factors simultane-
ously. This led to growing fatigue as the tasks progressed.

Context-Switching
Overhead

Participants experienced additional cognitive load when transferring information across
worksheets or repeatedly referring back and forth between different parts of the task.

Ineffective
Prioritization

Fixation on Familiar
Concepts

Participants focused excessively on design aspects that aligned with their technical
background, while neglecting less familiar but critical privacy risks.

Fixation on Early Tasks Participants spent a disproportionate amount of time and mental energy on the initial
stages of a task, leading them to rush through or neglect later stages.

Inaccessible
Privacy
Knowledge

Knowledge
Blindspot

Unaware of Key Concepts Participants overlooked important privacy issues because they did not know these
aspects needed to be considered.

Knowledge Recall
Failure

Missed Known Concepts Participants knew about a relevant privacy concept but forgot to apply or include it
during the assessment due to a slip of the mind.

Memory challenges Participants struggled to carry insights and considerations from one part of the assess-
ment to a later stage, often due to being overwhelmed.

Insufficient
Guidance

Unclear
Expectations

Ambiguous Granularity Participants felt unsure about the required level of technical detail for their responses,
whether to be high-level or dive into specific implementations.

Ambiguous Scope Participants were unclear about how comprehensive their responses should be or what
exactly to include.

Vague Terms Ambiguous Language Key terms used in the framework were perceived as overly technical, unclear, or poorly
defined, causing confusion for participants.

Inconsistent Framing Concepts were defined or presented in inconsistent ways in different parts of the
framework.

Uncertainty
in Risk
Evaluation

Difficulty
Assigning Scores

Inconsistent Scoring Without guidance on how to weigh different organizational impacts, participants as-
signed widely varying scores to the same privacy risk.

Difficulty
Interpreting Scores

Arbitrary Risk Thresholds Participants struggled to determine which calculated risk scores required action, as the
framework lacked thresholds for what constitutes a high, medium, or low risk.
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